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GDPR Toolbox for Microsoft Dynamics 365
Business Central / NAV

The GDPR Toolbox for Microsoft Dynamics 365 Business Central/NAV helps you to meet GDPR requirements for
documentation and reporting of your Dynamics 365 Business Central/NAV processes - such as identifying personal data,
classifying tables, and generating and processing deletion and anonymization proposals. Respond within the legal
deadline, e.g. to requests from affected parties - document these and inform or export the personal data from Business
Central/NAV if necessary. Check and document user logons and access rights in Business Central/NAV and reduce your
documentation effort with integrated evaluations.

The solution was developed over several months and tested by certified data protection officers and Business Central/
Business Central/NAV partners.

Depending on legal developments, the GDPR Toolbox is continuously expanded by our team of experts and we
provide you with the relevant information relating to Business Central/NAV.

Legal notice

This article serves to inform about issues concerning GDPR. It does not constitute legal advice nor can it replace legal
advice.

GDPR Toolbox Integration

This article describes the integration of the GDPR Toolbox based on a standard database version NAV 2017 and
requires the corresponding GDPR Toolbox objects for the respective Business Central/NAV version as well as an
installed Development Client. These are available on the website www.tso.de/addons/business-central-
addons/benutzerlogin/ - via this link you can also download the updates.

Import objects

The objects could be imported via the NAV Development Client. To import the objects, call the function [File] [Import]
and select the downloaded file. In the displayed dialog, select the option "No".

Microsoft Dynamics NAV Development Environment

9 All objects have been exarnined, and no conflicts were found.

Choose Yes to import all objects, Mo to open the Import Worksheet, or
Cancel to stop the import.

Yes MNo Cancel
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By selecting the option "No", the Import Worksheet is opened and you can get an overview of the corresponding
objects.

DSGV02017Release - Microsoft Dynamics NAV Development Environment - [Import Weorksheet] — O x
Datei Bearbeiten Ansicht Extras Fenster 7 - 8 X
v 1Y = —_ — e — — — .
) o [ A 7 rs p P
XFOEBXLAPEBBEEB0 00000
Type Mo. Mame Mew Object Mew Obje... Existing ... W... Action Existing ... Existing Object Version List Mew Obje. .. New Object Versio
Table 5459681 GDPR Setup Replace GDPRS1.04 GDPRS1.04 L)
Table 5459691 Reschedule Reason Replace GDPRS1.04 GDPR51.04
Table 5459696 Data Structure Table Replace GDPR51.04 GDPRS1.04
Table 5459697 Data Structure Field Replace GDPR51.04 GDPRS51.04
Table 5459699 Master Data GDPR. Detail Replace GDPRS1.04 GDPRS1.04
Table 5455704 Master Data Processing Consent Replace GDPR51.04 GDPRS1.04
Table 5459705 Consent - Process Purpose Replace GDPR51.04 GDPRS1.04
| Codeunit 5459682 GDPR Scheduled Action Mgt. Replace GDPRS1.04 GDPR51.04
Codeunit 5459680 GDPR Suggest Entry Mat. Replace GDPRS1.04 GDPRS1.04
Codeunit 5459687 GDPR Master Data Detail Mgt. Replace GDPRS1.04 GDPRS1.04
Fage 5459680 GDPR Setup Replace GDPRS1.04 GDPRS1.04
Page 5459713 Master Data Processing Consent Replace GDPRS1.04 GDPRS1.04
Page 5459714 Consent - Process Purposes Replace GDPRS1.04 GDPRS1.04
Fage 5459715 Contact GDPR Details Replace GDPRS1.04 GDPRS1.04
v
£ >
Name Modified Size Date Time Version list
Exizting |GDPR Scheduled Action Mgt. 35292 11.05.18 12:00:00 | GDPRS1.04
MNew GDPR. Scheduled Action Mat. 35292 11.05.18 12:00:00| | GDPRS1.04
oK Abbrechen Replace al Save As... Hilfe
New Object: Nein TSO\Andreas

The objects displayed here show only a part of the objects - the GDPR Toolbox contains more than 80 objects in total.
Please select here the function [Replace All] and start the import with [OK]. Since the object package contains tables,
the following dialog is displayed.

Import fob >

Some changes in the table objects may require data upgrade instructions. In this case, if this FOB
file contgins the upgrade toolkit objects, such as upgrade codeunits and upgrade tables, then you
can choose to syndronize schema mow. If the upgrade toolkit objects are induded in a separate

FOE file, then you can choose to syndironize schema later, after you have imported that FOB file.

We recommend that you make a badwp of all of your application objects by exporting all your
aurrent objects in the FOB format before you proceed.

Select the option for synchronizing the schema changes after the table objects are imported into
the application.

synchronize Schema. . . | KRRl gl =y g) -

Before synchronizing to the database table, changes are validated to
ensure that they will not cause data loss. If no errors ooour, then they
are synchronized.

| (04 | abbrechen




Please select the option "Now - with validation" and confirm with OK. The corresponding table changes are now
synchronized with the SQL Server schema and then a status window with the result of the import is displayed.

D5GVO2017Release - Microsoft Dynamics NAV Development Environmen... — U >
Datei Bearbeiten Ansicht Extras Fenster 7 - 8 X
! B, = —— AT :
R BXLPPEBEEN 00000

Import Completed
Created. . . . .. ... 0

Merged. . . . . . ... 0
Deleted. . . . . . . .. a
Skipped. . .. .. .. 0

TSOMAndreas

Please check that the corresponding number of objects is displayed in [Replaced].

Merge Standard Objects

The object package for the GDPR Toolbox contains also changes in three standard objects - that concerns the Pages
"Resource Card" (76), "Contact Card" (5050) and "Employee Card" (5200). The action for the GDPR details has been
integrated here. If you want to import the objects into a customized customer database or an industry solution, you must
merge these objects manually and skip them during the import (see Import Worksheet).

DSGVO2017Release - Microsoft Dynamics NAY Development Envirenment - [Import Worksheet] — O *
File Edit View Tools Window Help - &8 x
[} L} = Y P _J\ ™ - .
) e k F - 9
s @XL,PE BEBEN O 0000
Type MNa, Mame Mew Object MNew Obje... Existing ... W... Action Existing ... Ewisting Ohject Version List
Page 76 Resource Card Skip MAYW110.00,GDPRS1.01 -
} Page 5050 Contact Card ki) - MAVW 110,00.00, 15601, GDPR.,
Page 5200 Employee Card Skip MAYW110.00,GDPRS1.01
Fage 53459680 GDPR. Setup Replace GDPRS1.04
Page 5459681 Reguesting Person Replace GDPRS1.00
Fage 3459682 Reguesting Persons Replace GDPRS1.00
Page 5459683 Reguests Replace GDPRS1.03
Page 5459684 Request Details Replace GDPRS1.00
Page 5459685 Data Source Codes Replace GDPRS1.00 v
£ >
Mame Modified Size Date Time Version list
Existing | Contact Card 655828 23.04.18 12:00:00 | | MAYW110,00.00,15601,GDPRS1.02
New Contact Card 65828 23.04.18 12:00:00 | | MAVW110.00.00.15601,GDPRS1.02
OK Cancel Replace Al Save As... Help
Action: Skip TSOM\Andreas INS




In addition to the objects as FOB files, you can also download the objects as TXT files and then merge the
corresponding new action "GDPR Details" into the respective existing page of the database.

Compiling Objects
If all objects have been imported and the standard objects have been merged, all objects of the GDPR Toolbox should

be compiled. In the NAV Development Client, select the group [All] and filter the objects in the version list to @*GDPR*
- this has limited the object list to the corresponding objects.

DSGVO2017Release - Microsoft Dynamics NAV Development Environment - [Object Designer] — O X
File Edit View Tools Window Help - 8 %
b mn 7
s0EBXL,PEBEEBH0 00000
5 Table MName Caption Modified Date Time Comp
- 5459686 GDPR Suggest Entry Mgt GDPR. Suggest Entry Mgt. GOPRS L. o0 11.05.18  12:00:00 oA
EDPage 5459687 GDPR Master Data Detail Mat. GDPR Master Data Detail Mgt. GDPRS1.04 11.05.18  12:00:00 L4
=] Report 5459688 GDPR History Data Mgt. GDPR. History Data Mgt. GDPR51.00 04.04.18  12:00:00 s
5459689 GDPR Permission Mgt. GDPR Permission Mgt. GDPRS1.01 12,0418  12:00:00 v
#4 Codeunit 1063 GDPR GDPR. GDPR51.01 12.04.13  12:00:00 v
4 Query 76 Resource Card Resource Card INAYW I GDPRSLOL . 120418 12:00:00 b
5050 Contact Card Contact Card NAVW
[ xMLpart 5200 Employee Card Employee Card NAVW Table Filter...
i MenuSuite 5459680 GOPR Setup GDPR Setup GDPRS
5459681 Reguesting Person Reguesting Person GDPRY 0K I Cancel Apply Help
| 5459682 Requesting Persons Requesting Persons GDPRS1.00 040418  12:00:00 v
5459583 Requests Requests GDPRS1.03 03.05.18  12:00:00 v
5459684 Request Details Request Details GDPR51.00 04.04.18  12:00:00 g
5459685 Data Source Codes Data Source Codes GDPRS1.00 04.04.18  12:00:00 v
5459686 Table Guidelines List Table Guidines GDPRS1.00 04.04.13  12:00:00 v
5459687 Table Guidelines Card Table Guidine GDPRS1.03 03.05.18  12:00:00 s
5459588 Data Processing Purposes Data Processing Purposes GDPRS1.00 04.04.158  12:00:00 v
5459689 Record Types Record Types GDPR51.00 04.04.18  12:00:00 hd
5459690 Verification Codes Verification Codes GDPRS1.00 040418  12:00:00 e
5453691 Data Collection Reasons Data Collection Reasons GDPRS1.00 04.04.13  12:00:00 v
5459692 Protection Classes Protection Classes GDPRS1.00 04.04.18  12:00:00 hd
5459693 Protection Levels Protection Levels GDPRS1.00 04.04.18  12:00:00 v
5459694 Reschedule Reasons Reschedule Reasons GDPRS1.00 04,0418  12:00:00 s
5459695 Scheduled Actions Scheduled Actions GDPRS1.03 03.05.18  12:00:00 L
£ >
Mew Design Run Help
Version List: NAVW110.00,GDPRS1.01 TSOVAndreas FILTER

In this view, select all objects with [Edit], [Select All] and compile the objects with [Tools], [Compile]. If objects cannot
be compiled, a corresponding overview window is displayed.



Import Demo Configuration

A configuration package with a demo setup is also provided on the website. This demo setup is not intended for use in
a production environment but must first be coordinated with the customer and the data protection officer and tested in a
demo environment. To import the demo configuration, call up the configuration packages via the application search and
import the file with the extension [.rapidstart] using the [Import Package] action.

B view - Config. Packages - O *
- HOME ACTIONS GDPR Demo e
B sLBX L] G i (& Som
° ¥ ) - ©O . Clear Filter
Get New Edit  View Delete Export Import | Apply Validate Show Show as OneMote MNotes Links )
Tables... Package.| Package.. |Package Package as List  Chart i Find

COF‘IﬂQ. Packages - Type to filter (F3) Code (2| w
Filter: EN_GDPR
Code | Package Mame Language Product Version Processing  Excl Mo. of Mo. of Mo, of
D Order  Con... Tables Records Errors
EM_GDPR  GDPR Exemplary Setup NAV 1033 0 17 1202 0
Close

With the help of the action [Apply Package] the corresponding demo configuration is accepted.
Note: The ".rapidstart-file" provided and the name of the configuration package may differ from this representation.

When the import is complete, a status window is displayed showing how much data has been processed and how many
errors have occurred. The number of imported records may vary depending on the size - the package has been
successfully imported if the number of errors is 0.

Install updates

You will be informed about updates and hotfixes for the GDPR Toolbox via the newsletter. The corresponding updates
are available for  download at https://www.tso.de/addons/business-central-addons/datenschutz-dsgvo-
toolbox/benutzerlogin/ in the form of zip files. The zip file contains the objects as FOB and TXT and, depending on the
update, also a separate file for the upgrade objects (as FOB and TXT, starts with Upgrade...). In addition, the zip file also
contains the release notes with the documentation for the corresponding changes in this version as well as a note on
any existing upgrade objects.
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Importing Upgrade Objects

The import of the upgrade objects is described below using the provided FOB file in the Development Client. After you
have opened the Development Client, choose [File][Import] and select the corresponding file that contains the upgrade
objects. If tables are contained in these upgrade objects, a corresponding dialog is displayed in which you can decide
how you want to deal with these table changes.

Import fob >
P

Some changes in the table objects may require data upgrade instructions. In this case, if this FOB
file contains the upgrade toolkit ohjects, such as upgrade codeunits and upgrade tables, then you
can choase to synchronize schema now. If the upgrade toolldt objects are induded in a separate

FORB file, then you wan dchoose to synchronize schema later, after you have imported that FOB file.

We recommend that you make a badwp of all of your application objects by exporting all your
aurrent objects in the FOB format before you proceed.

Select the option for synchronizing the schema changes after the table objects are imported into
the application.

Synchronize Schema. . . -

Changes are not validated or synchronized to the database table. You
can do this later from the Development Environment.

| (04 | Abbrechen

In this dialog, select the "Later" option, because the table changes are synchronized collectively in a later step.

Importing the Update Objects

To import the update objects, please open the corresponding FOB file contained in the downloaded zip file. If there are
existing objects in the database, you will be notified and you can open the Import worksheet. The objects for the update
can also contain changes to standard objects - depending on the version, this can affect the pages "Resource Card"
(76), "Contact Card" (5050) and "Employee Card" (5200), among others. The action for the GDPR details has been
integrated here. If you want to import the update objects into a customized customer database or an industry solution,
you must merge these objects manually and skip them during the import (see Import Worksheet).
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D5GYVO2017Release - Microsoft Dynamics NAY Development Environment - [Import Worksheet] — O >
2 File Edit View Tools Window Help - 8 X

Type Mo, MName Mew Object New Obje... Existing ... W... Action Existing ...

Page 76 Resource Card Skip
b |Page 5050 Cantact Card ki) -

Page 5200 Employee Card Skip

Page 5459580 GDPR Setup Replace

Page 5459581 Requesting Person Replace

Page 5459682 Requesting Persons Replace

Page 54595683 Requests Replace

Page 5459684 Request Details Replace

Page 5459685 Data Source Codes Replace

<

Mame Modified Size Date Time Version list
Existing | Contact Card 55828 23.04.18 12:00:00 | NAVW110.00.00.15601,GDPRS51.02
Mew Contact Card 55828 23.04.18 12:00:00 | | NAVW110.00.00.15601,GDPRS51.02
0K Cancel Replace Al
Action: Skip T5OVAndreas

Existing Object Version List
MAYW110.00,G0PR51.01 N
MAVW 110.00,00, 15501,GDPR.,
MAYW 110.00,G0PR51.01

GDPR51.04
GDPR51.00
GDPR51.00
GDPR51.03
GDPRS51.00
GDPRS51.00

Save As...

Help

INS

If the update objects contain changes to tables, select the "Later" option in the dialog that appears for synchronizing

the changes.

Compiling Objects

If all objects have been imported and the standard objects have been merged, all objects of the GDPR Toolbox should
be compiled. In the NAV Development Client, select the group [All] and filter the objects in the version list to @*GDPR*

- this has limited the object list to the corresponding objects.

DSGVO2017Release - Microsoft Dynamics MAV Development Environment - [Object Designer] - O X
File Edit View Tools Window Help - 8 X
W, o - T .
s X, BEEZEN 00000
5 Table Type ID Mame Caption Modified Date Time Comp
- 4 5459686 GDPR Suggest Entry Mat. GDPR Suggest Entry Mat. GOPRS L0 11.05.18 12:00:00 LY
=D Page E 5459687 GDPR Master Data Detail Mgt. GDPR Master Data Detai Mgt. GDPRS1.04 11.05.18  12:00:00 v
=] Report E4 5459688 GDPR. History Data Mgt. GDPR History Data Mgt. GDPRS1.00 04.04.18 12:00:00 v
E 5459639 GDPR Permission Mgt. GDPR Permission Magt. GDPRS1.01 12.04.18 12:00:00 v
4 Codeunit B 1063 GDPR GOFR. GDPRS1.01 12.04.18 1200100 ¥
5 Query » 76 Resource Card Resource Card NAVWII0.00.G0PRELOL ... 120418 12:00:00 ¥
5050 Contact Card Contact Card NAVW
[ MLport 5200 Employee Card Employee Card NAVYY Table Filter...
[ Menusuite 5459680 GDPR Setup GDFR Setup GDPRY
5459681 Reguesting Person Requesting Person GDPRY QK I Cancel Apply Help
| 5459632 Reguesting Persons Requesting Persons GDPRS1.00 04,0413 12:00:00 v
5459633 Requests Requests GDPRS1.03 03.05.18 12:00:00 v
5459684 Reguest Detalls Reguest Details GDPRS1.00 04.04.18 12:00:00 v
5459685 Data Source Codes Data Source Codes GDPRS1.00 04.04.18  12:00:00 hd
5459686 Table Guidelines List Table Guidlines GDPRS1.00 04.04.13  12:00:00 v
5459687 Table Guidelines Card Table Guidline GDPRS1.03 03.05.13  12:00:00 v
5459633 Data Processing Purposes Data Processing Purposes GDPRS1.00 04.04.18 12:00:00 v
54595689 Record Types Record Types GDPRS1.00 04.04.18 12:00:00 v
5459690 Verification Codes Verification Codes GDPRS1.00 04.04.13  12:00:00 v
5459691 Data Collection Reasons Data Collection Reasons GDPRS1.00 04.04.13  12:00:00 v
5459692 Protection Classes Protection Classes GDPR51.00 04.04.18  12:00:00 hd
5459693 Protection Levels Protection Levels GDPRS1.00 04.04.18  12:00:00 hd
5459694 Reschedule Reasons Reschedule Reasons GDPRS1.00 04.04.13  12:00:00 v
5459695 Scheduled Actions Scheduled Actions GDPRS1.03 03.05.13  12:00:00 v
< >
Mew Design Run Help
Version List: NAVW110.00,GDPRS1.01 TSOVAndreas FILTER

In this view, select all objects with [Edit], [Select All] and compile the objects with [Tools], [Compile]. If objects cannot

be compiled, a corresponding overview window is displayed.




Synchronizing Schema Changes

If the schema changes have not yet been synchronized when compiling the objects, you can do this in the menu [Tools]
[Sync. Schema For All Tables] [With Validation] - with a successful synchronization you will receive the following status
information:

Schemadnderungen synchronisieren

Detailierter Zustand

Schliefien

Data upgrade

Some of the updates contain upgrade codeunits that transfer the data to the changed structure after the schema changes
have been synchronized. If the update package contains these items, they are referenced separately in the Release
Notes.

To upgrade the data, call [Tools] [Data Upgrade] [Start] and confirm the corresponding processing duration note with
Yes. Select "Parallel" as the execution mode and activate only the indicator for "Show progress". OK starts the data
upgrade and displays the progress in the corresponding dialog box. If the data upgrade has been completed successfully,
the following overview is displayed:

Datenupgrade

Detaillierter Zustand

Schliefien
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Delete Upgrade Objects

After the data upgrade has been successfully completed, the upgrade objects can now be deleted from the database.
To do this, open the NAV Development Client and select the group [All], filter the objects in the version list to @*UPG*
- this restricts the object list to the corresponding upgrade objects. Check the result with the list of upgrade objects from
the Release Notes for the update.

DSGVO2017Dev - Microsoft Dynamics MAY Development Environment - [Object Designer] — O .

=5 Datei Bearbeiten Ansicht Extras Fenster ? - 8 X

*OEBXPBEEEN 00000

Type ID Mame Geandert Versionsibersicht Datum Zeit Compiled Ge

H Table
- » o v UPG,GDPRS1.06 26.06.18 090450 v ~

Page

] Report

4 Codeunit

&9 Query

¥MLport

Fn MenuSuite
all

1D: 5459710 TSOWAndreas FILTER
Select all objects and delete them with F4.

GDPR Toolbox Setup

The GDPR Toolbox supports the special data protection requirements in Microsoft Dynamics 365 Business
Central/NAV. The General Data Protection Regulation (GDPR) is a European Union regulation unified the rules
governing the processing of personal data by private companies and public authorities throughout the EU. This should
ensure the protection of personal data within the European Union on the one hand and the free movement of data within
the European internal market on the other.

GDPR Setup

In this area the global settings for the GDPR Toolbox are defined. Please note that the screenshots and the data
contained therein represent an example and do not claim to be complete. Each company stores personal data differently
and elsewhere in Business Central/NAV, therefore all settings and definitions must be agreed and checked with the data
protection officer and, if necessary, changed and supplemented. The content described here is merely a prerequisite for
the GDPR Toolbox to be technically set up - this facility must be coordinated, adapted and thoroughly tested in atest
system before it can be used in a production system.



HOME ACTIONS QJ
. F-Y aa F-Y
ez [3 “w MM [A
/ 7 7 4 M M Py
Edit Delete Modul Creating Actions from Historical = Import Permission  Import  About GDPR  Scheduled  Action Process Notes  Links
Data Data Sets Permissions Activity  Suggestion Suggestions
Manage Process Import Job Queue Show Aftached i
EDIT - GDPR SETUP » 4
General
Default Client Type web Client hd SEGMENTATION
Skip Links | Update Exclude from Segment
Reschedule Actions | Update Contact Mailing Group

JOB QUEUE FOR
Scheduled Activities
Action Suggestion
Process suggested actions

Max. Job Queue Retries

Data Export

Data Export Folder

Requests
Request No. Series
Initial Status Code

Await Response Status Code

[

=

\\ProtectedShare\GDPR_Export\

GDPR-RQ

Append DateTime to Data EXport...

RQ-30

12

Wait Status Coede

Process Status Code
RQ-10 Rejected Status Code | RQ-40
RQ-10 Done Status Code | RQ-50
[ RQ-20

The following table describes the individual fields of the registers.

Field Description

Default Client | When data records are created in the tables with personal content, planned actions for deleting and anonymizing the data are

Type inserted and links to the data records are also inserted. The advantage of displaying and referring to the planned actions in the form
of links is that links are already available in a large number of pages and that the information can therefore be made available in
many standard objects without having to make adjustments to standard objects. This field defines the form in which the link for the
reference to the planned actions is created. If this setting is subsequently changed, the links in the database are also rebuilt.

Skip Links With this option you activate that no links are to be created as a connection between created data records and the planned actions if
they are not needed. This can have a positive effect on performance, especially when creating scheduled actions for existing data.

Reschedule If this field is activated, scheduled actions are moved with the standard reschedule reason when their origin data records are

Actions updated. The standard reschedule reason can be defined in the reschedule reasons.

Scheduled You can use this indicator to specify whether the planned actions are not to be created immediately when the data record is created,

Activities but afterwards via the job queue. If this option is activated, a job queue item is created and displayed for further processing. Please
note that the job queue can be executed automatically ("Manual Scheduled Action").

Action You can use this indicator to specify whether the suggestions are to be created automatically via the task queue. If this option is

Suggestion activated, a job queue item is created and displayed for further processing.

Process You can use this indicator to automatically generate a job queue item that processes (deletes and anonymizes) the suggested

suggested actions on a time-controlled basis.

actions

Import You can use this indicator to automatically generate a task queue item that inserts the GDPR details and declarations of

Details consent from the import transport table in a time-controlled manner.

and

Consents
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Status Code

Update Defines whether the field "Update Exclude from Segment" in the GDPR details for the contact should be updated based on the

Exclude from | planned processing purposes. For each planned processing purpose, you can define whether segmentation is allowed. Depending on

Segment the planned processing purposes, the system then checks whether at least one processing purpose allows segmenting, otherwise the
field "Exclude from Segment" in the contact is activated. Note: Removing the "Exclude from Segment" flag is not removed if it was set
manually by the user. For this purpose, there is a separate field in the DSGVO Details in the background, which documents the
manual setting of this indicator.

Update Activating this option updates the mailing group on the contact depending on the planned processing purposes. A distribution list can

Contact optionally be assigned to each processing purpose.

Mailing Group

Data Export In this field you can select the directory for the file storage. In the case of a request for information and export, the relevant data is

Folder stored in this directory. Note: It is strongly recommended to enter a specially protected network share so that the data cannot be
stored locally, unprotected and viewed without authorization. Storage on a local or mapped drive is not supported.

Append This setting defines whether the date and time should be appended to the file names of the files created by data export.

DateTime

Request No. The request number series is defined here for the requests of concerned persons.

Series

Initial Status When the request is created, the initial processing status in the form of a code is defined in this data record. This field is also used for

Code filtering the requests in the role center.

Await If there are internal requests regarding the request of the person concerned, this status can be entered here. This field is used to filter

Response the task cues in the role center accordingly.

Wait Status
Code

The wait status can be used to classify external requests to the person concerned and display them accordingly in the task cue.

Process Status
Code

If the request of the person concerned is processed, the status of the request changes to this corresponding status code.

Rejected
Status Code

If the request of a data subject cannot be met (e.g. because legal provisions oppose the request for deletion), then this corresponding
status code can be used.

Done Status
Code

If the request of the person concerned is completely processed, the status of the request changes to this corresponding status code.

Record Type

The record types are templates with information and specifications that are used when new tables with personal data
are defined in the data structures. In addition, the protection class and protection level for the information contained
therein are stored in the data types.

For the following protection classes, they are part of the example setup and do not claim to be complete.

Code

Description

SK-1

Normal need for internal data

SK-2

High demand for confidential data

SK-3

Very high demand for particularly secret data

In addition, the following protection levels are available with the example setup.
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Code | Description

1 General documents that are to be illegible or voided

2 Internal documents that are to be rendered illegible or voided

3 Sensitive and confidential data and personal data subject to increased protection requirements

4 Particularly sensitive and confidential data and personal data subject to increased protection requirements
5 Confidential information of existential importance to a person, a company or an institution

6 Documents to be kept secret if exceptional safety precautions are to be observed

7 Data to be kept strictly confidential and subject to the highest security precautions

Assignment of protection class and protection levels

This assignment has already been proposed in the example data. Up to now, only data of protection class 1 and
protection level 3 has been provided for the example data.

Request Status

With the request status, requests from concernded persons can be classified with regard to the processing progress and
the processing result. This table contains the fields Code and Description and the entries are a prerequisite for the
specifications in the GDPR institution.

Data Structures

The data structures contain the configuration for the tables with personal data and the links between the tables. In addition
to the tables, the fields with personal contents are also defined here. The display is in a tree structure and the relations
and filters for the corresponding tables can be stored on the respective table at the next higher level.

HOME MNAVIGATE Qj

1 X EZ B o 08

Mew Delete Edit Tables MNotes  Links Open in

List Excel
New Manage Definition = Show Attached Page o
EDIT - DATA STRUCTURES =+ New - E 2 X
Code Description
CONTACT o Data Structure Contacts
EMPLOYEE 4L Data Structure Employees

From the respective data structure, you can use the "Tables" action to branch to the setup of tables, fields, relations and
specifications for the respective data structure.
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HOME ACTIONS
1] X |62 ¥, 55 & 5l a= X o B
New Deiete E&l G.]%:i?rt n;ﬁ?ﬁm Redationsnips DataD's:{:ﬁ;ue- Pr:am;lm Ingent Unindent  Notes  Links cxia::ﬂm
New Manage Process Report indentation Show Attached  Page
EDIT - DATA STRUCTURE TABLES - CONTACT -+ New pel
Table Out... Table
Table No. Table Name Export Table Name Relation Fields Fieldli  Table Filter Key No. Guidline Data Type Activity Type
Defined Defined Active Baast Code
5050 ' Contact Contact1 No Yes ] 0 Yes CONTACTS  Delete 2y
508t Contact Profile Answer ContactProfileAnswer Yes Yes O 0 | Yes CONTACTS Delete 2y
5092 Opportunity OpportunityToCon Yes Yes O 0 | Yes ENTRY2 Delete 2Y
5060 - Contact Web Source ContactWebSource Yes Yes O 0 |Yes ENTRY2 Delate 2y
5051 == Contact Alt. Address ContactAltAddress Yes Yes O 0 |Yes CONTACTS Delete 2y
5077 ---| Segment Line Segmentline Ves Yes O 0 Yes ENTRY2 Delete 2Y
5061 ---| Rishp. Mgt. Comment Line RishpMgtCommentLine Yes Yes O 0 |Yes CONTACTS  Delete 2y
5080 --- To-do Todo Yes Yes (] 0 | Yes CONTACTS  Delete 2y
5065 ---| Interaction Log Entry InteractionLogEntry Yes Yes | 0 | Yes ENTRY2 Delete 2Y
36 -+ | Sales Header SalesHeaderSellTaCon Yes Yes ] 0 | Yes DOC10 Anonymize CY+10Y
36 -+ | Sales Header SalesHeadergillToCon Yes Yes O 0 | Yes DOC10 Anonymize CY+10Y
5107 -+ Sales Header Archive SalesHeaderarchseliTaCon Yes Yes O 0 |Yes DoCc1o Anonymize CY+10Y
5107 --+  Sales Header Archive SalesHeaderArchBillToCon Yes Yes | 0 Yes DOC10 Anonymize CY+10Y
5054 --- | Contact Business Relation ContactBusinessRelationCust Yes No [0 | contact Busin... 0 |Yes CONTACTS  Delete 2¥
18] = Customer Customer1 Yes Yes ] 0 | Yes CUSTOMERS = Anonymize CY+10Y
287 | - Customer Bank Account CustomerBankAccount Yes Yes (] 0 | Yes CUSTOMERS  Anonymize CY+10Y
223 | am Ship-to Address Shiptoaddress Yes Yes ] 0 |Yes CUSTOMERS = Anonymize CY+10Y
27| e Cust. Ledger Entry CustLedgerEntry Yes Yes (] 0 Yes ENTRY10 Anonymize CY+10Y
36| v Sales Header SalesHeaderSellToCust Yes Yes O 0 |Yes DOCI0 Anonymize CY+10Y
36 - Sales Header SalesHeaderBillToCust Yes Yes (] 0 | Yes DOC10 CY+10Y
110 ==- Sales Shipment Header SalesShipHeaderSellToCust Yes Yes =] 0 |Yes DOC10 CY+10Y
110 ==+ Sales Shipment Header SalesShipHeaderBillToCust Yes Yes ] 0 Yes DOCI0 Anonymize CY+10Y

The corresponding tables are stored in the line structure

the relations and the corresponding filters.

Table Guidelines

. The hierarchy can be influenced by the actions "Indent" and
"Unindent". In addition, this view provides an overview of the detailed facilities from the table specifications, the field list,

The table guidelines define the rules for which actions are to be performed with the personal data in this table. You can
also define the record type and the data collection reason in the table specifications.

EDIT - TABLE GUIDLINE

18 - Customer

X

Settings

Table ID 18 Reguesting Selection Allow...

Table Caption Customer Collection Reason Code ‘ CRDER H ‘
Record Type Code | CUSTOMERS || | Alway allow Anonymization |

Activity Calculation | CY+10Y | Execute Delete Trigger |

Activity Type | Anonymize ~ | Scheduled Action (Field No.) ‘ 54 H ‘
Dynamic Activity Type O Scheduled Action (Field Ma... Last Date Medified

Scheduled Action

Manual Scheduled Action | Action Indicator (Field Nam...

Action Indicator (Field No.) || | Commit per no. of records 0

The following fields can be stored in the table specifications:
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Field

Description

Table ID

Number of the table from the data structure

Table Caption

Name of the table from the data structure

Record Type

Select the data type from the Data Types table. The specifications contained in this table are copied to this table and can be

Code overridden here.

Activity The Activity Calculation refers to the action type and determines how long it is intended to store the data in this table and thus

Calculation determines the time when the corresponding action type is to be executed for the data records.

Activity Type The action type defines how the data in this table is to be handled if the reason for saving the data is no longer given. Here you can
distinguish between deleting and anonymizing.

Dynamic Activity | This controls whether the activity type can subsequently be changed to "Anonymize" for an action type "Delete". This can be useful,

Type for example, if you create a sales activity and do not want to delete it in any other transactions with the sales activity within the
defined period. In the case of contacts from which, for example, a customer is created and sales transactions take place, the
contact should be anonymized. The dynamic activity type is only used in conjunction with the action type "Delete" and is checked
when proposals for deletion/anonymization are created. For data in underlying data structures, the action type with the indicator
activated is set from "Delete" to "Anonymize".

Requesting You can use this indicator to define that this table is permitted for selecting and assigning the link between the requester and the

Selection corresponding master data record.

Allowed

Collection The specification in this field determines the standard data collection reason for the generated data records in this table. This

Reason Code

information is not copied into the individual data records of the table, but is defined here as a global default.

Alway allow
Anonymization

Regardless of the activity type defined for the table, you can use this setting to define that anonymization of the data in this table is
always permitted.

Execute Delete
Trigger

This indicator defines that the deletion trigger of the corresponding table and thus the business logic for deletion is to be taken into
account. This field is preset with "Yes" for new data records.

Scheduled
Action (Field No.)

With this field you can select a date field from the corresponding table which is used for the subsequent creation of "Scheduled
Actions" to determine the date on which the activity type for this table is to be executed in combination with the "Activity formula"
field.

Scheduled
Action (Field
Name)

This field displays the field name for the selected field according to the "Scheduled action (field no.)".




Field List

The field list defines the fields of the table that can contain personal data.

e [t &

& Add W Move Down

>( Delete E Renumber Line Mo,

I'I Move Up
Genera

EDIT - DATA STRUCTURE FIELD SETUP X

Customer

General

Data Structure Code CONTACT E Table Name
—

Fields
Field No. Field Name Field Type Field Class
1 * No. Code Mormal .
2 - Name Text Morrmal
3 - Search Name Code Normal
4 * | Name 2 Text Mormal
5 - Address Text Morrmal
6 - Address 2 Text Normal
7 - City Text Morrmal
8 - Contact Text Normal
9 +  Phone No. Text Mormal .

The "Add" actions can be used to add new fields and the "Move Up" and "Move Down" actions can be used to change
the order of the fields in the list.

Relations

The relations define the connections to the table on the next higher data level. The "From Table" and "To Table" are
displayed in the view. The corresponding fields are defined in the line-oriented view of the window.

Edit - Data Structure Relations - Customer I/'
General

FROM TABLE TO TABLE

Ma. 2054 MNo. 18
Mame Contact Business Relati... MName Customer

Relationships

From Field No. From Field Name To Feld Mo. To Rield Mame

4 === MO, 1 Mo

17
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In this example, the relations from the "Contact Business Relationship" and "Customer" tables are displayed.

Table filter

In the Table Filters column of the Data Structure view, you can define fixed table filters in the form of a table using the
AssistEdit button.

Edit - Table Filter - Contact Business Relation -+ new = BB £ I/'
Field Number Field Caption Field Filter
3 ==+ Linkto Table Customer

In the Table Filter column of the Data Structure Tables view, you can use the AssistEdit button to call a table in which
the fixed fields between the current table level and the table level above it are defined. In this case, a fixed filter is created
between the Contact and Contact Business Relation table. Since the customer is to be considered in this branch of the
data structure tree, the filter is defined here as a fixed value for the customer.

Multiple entries of a table

Tables can be inserted several times in the data structure. Different relations/filters and field lists can be used. If, for
example, you want to filter the sales invoices once according to the "Sell-to Cust. No." and according to the "Bill-to Cust.
No.", you can consider these filters/relations in two different rows. In addition, you can define the field lists for the export,
the information and the anonymization of information per row, so that there are separate field lists with the "Sell-to" fields
for the relation on "Sell-to Cust. No." as well as a separate field list with the "Bill-to" fields for the relation can be mapped
to "Bill-to Cust. No.".

Translated with www.DeepL.com/Translator

Report data structure details

The configuration of tables and fields with personal content can be evaluated with the help of the provided report "Data
structure details". This report can be called directly from the view of the tables for the respective data structure.

HOME ACTIONS

O X B2 e Bz | &y |9 = X < O

Mew Delete Edit Table Table  Relationships |Data Structure - | GDPR User Indent Unindent  Motes  Links Open in
List Guideline Fieldsetup Details Permissions Excel
New Manage Process Report ndentation Show Attached Page


http://www.deepl.com/Translator
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Data Structure - Details Lgtomenas
Page 1 of 40
CRONUS AG (EN) i i
Data Structure: Code: CONTACT
Code CONTACT
Description Contact
Table with personal data
Table Guideline Scheduled Anonymization
Table No.  Table Name Level  Fields defined  exists Action Date always allowed
3050 Contact 0 Neo No No
Table Guideline
Record Type Activity Collection Request Always allow Excecute delete
Code Calculation Activity Type Reason Code selection allowed anonymization  trigger
CONTACTS 2y Delete ORDER Yes No Yes
Field List
Field No. Field Name Field Tvpe
1 No. Code
2 Name Text
3 Search Name Code
4 Name2 Text
5 Address Text
6 Address 2 Text
7 City Text
9 Phone No. Text
10  Telex No. Text
15 Termitory Code Code
84  FaxNo. Text
85  Telex Answer Back Text
86 VAT Reaistration No. Text
91 Post Code Code
92 County Text
102 Email Text
103 Home Page Test
5054  First Name Text
5055 Middle Name Text
5056 Surname Text
5058 Job Title Text
5059  Initials Text
5060  Extension No. Text
5061 Moabile Phone No. Text
5062 Pager Test
5063 Oraanizational Level Code Code
5101  Salutation Code Code
5102  Search Email Code
5105  Email 2 Text

Data Collection Reason

The legal reasons for the collection of the data can be stored in this table of institutions. The legal reason can be used
as a template in the table definition for the personal data.

HOME Qj
EDIT - DATA COLLECTION REASCNS  + New = B L2 X
Code Description
COMNSENT Consent
ECOM === Online Shop / Marketplace
FAIR === Fair
INTERNAL o Internal Processes
NEWSLETTER e Newsletter Subscription
OBLIGATION e Legal Obligation
ORDER Order Processing -

The data collection reasons can be defined in the form of a code and a description and are a prerequisite for the
specifications in the data types.



20

Verifications

The verifications are used in the module area for the inquiries of persons concerned and define the verification of the
inquiring person, i.e. by using default values it can be documented how it was checked that the inquiring person is actually
the person who claims to be. This verification process is currently not supported by a procedure within the GDPR Toolbox,
but only by documenting the result of a verification.

Q]

HOME
EDIT - VERIFICATION CODES -+ New = 55 £ X

Code Description
EMAIL By E-Mail
FACE e Face-To-Face
o] ID Card
PHOMNE By Phone
POST e By Post

Reschedule Reasons

These reschedule reasons are used to document the manual or automatic shifts of planned actions.

Q)

HOME
EDIT - RESCHEDULE REASONS - New i= B 2 X
Code Description Default
GDPR_PRO GDPR Toolbox Process Z
LITIGATION Litigation L]
ORDERPROC Order Processing L]

Data Source Codes

The origin of a data record, such as a contact, can be documented when the data record is created. This allows you to
answer the question about the origin of the data when an enquiry is made by a person concerned. The corresponding
table "Data Source Codes" defines the possible selection of origin codes with the values Code and Description. In
addition, a flag can be activated in the "Campaign" field that activates the additional Source Campaign Field in the GDPR
Details view, e.g. for the contact. In this field you can specify then the specific campaign through which the contact was
made.
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HOME @ﬁ

EDIT - DATA SOURCE CODES -+ New i= B8 £ X
Code Description Campaign
FAIR =+ Fair ]
MP Market Place ]
NEWSLETTER -+ Newsletter Ll
SHOP --+  Online Shop L]

Data Processing Consents

The GDPR requires the consent of the data subject for the collection and processing of the data. This table defines the
possible declarations of consent that the user can select when creating or editing master data.

HOME QJ

OO XEZ|% W O

Mew Delete Edit Process Motes  Links Open in

List Purposes Excel
New Manage HF‘r-::cess . Show Aftached Page o
EDIT - DATA PROCESSING CONSENTS =+ New B 2 I ¢
Code Description
DPOTIN ML Double Opt In Newsletter
OPTIN e v Opt In
WRITTEN G Written

The consents can be filed for contact and used for inquiries from data subjects and can be used for the answers to the
question "When and in what form did | give my consent to the processing of the data".
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Process Purposes

In addition to the Data Processing consents, the planned processing purposes are also deposited. These are defined in
the respective declaration of consent and added to the contact when the declaration of consent is issued. This view
defines the possible processing purposes.

EDIT - PROCESS PURPOSES - DPOTIN NL - DOUBLE OPT IN NEWSLETTER -+ new

Processing Purpose Code Descniption
NL_MEM Mewsletter Men
ML WMMN "o Mewsletter Woman

These processing purposes can be included in the consent forms and are automatically added to the contact when the
consent is documented. The following view shows the guidelines for the processing purposes for the e-mail declaration
of consent.

If, for example, a contact withdraws its Data Processing consents, the corresponding processing purposes will also be
removed.

Import DSGVO details and declarations of consent

Existing or historical declarations of consent, as well as DSGVO details can be imported via two separate tables. This
data is maintained in the DSGVO setup under Actions > Import DSGVO Details or Actions > Import Consent. The
processing takes place by a further task queue. This can also be achieved in the GDPR Setup under Action > Process
Import Details and Consents.

User Permissions

The user permissions for the users of the GDPR Toolbox are defined in three groups. These groups and the
corresponding authorization records define a proposal for the authorizations to map typical tasks of the different user
groups of the GDPR Toolbox. The definition of the task area for the respective user group can vary depending on the
company, so that extensions and adjustments must be made to the authorizations described here and this institution is
not legally binding and does not claim to be complete.

Import

The import of permission sets and permissions can be called up directly via the action buttons in the GDPRS Setup.

Basic User

For this user there is an authorization set "GDPR-BASIC" - this is assigned to all users who have to access tables with
personal contents or read the setup of the GDPR Toolbox and is comparable to the standard authorization set "BASIC".

In order to set up a user in the order entry area and create the functions such as contact creation, customer and enter
and book orders, at least the following permission records must exist for this user in a standard NAV database.
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BASIC Basic User (All Inclusive)
DATAEXCH-SETUP Data Exchange Setup
GDPR-BASIC Basic User GDPR Toolbox
RM-CONT, EDIT Edit contacts
S&R-Q/O/I/R/C, POST Post sales orders, etc.
S&R-Q/O/1/R/C Create sales orders etc.
S&R-CUSTOMER, EDIT Edit customers
S&R-POSTED S/1/R/C Read posted shipments, etc.
GDPR Officer

The authorization record "GDPR-OFFICER" has been provided for the officer who has to record and process the requests
from the persons affected. To perform the usual tasks of the agent, the users must be assigned at least the following
authorization records.

BASIC Basic User (All Inclusive)
DATAEXCH-5ETUP Data Exchange Setup
GDPR-OFFICER Officer GDPR Toolbox
S&R-POSTED S/I/R/C Read posted shipments, etc.

The rights to information and export can be mapped in this permissionset - not the rights, e.g. to data correction. To do
this, it may be necessary to assign additional permission records from the standard authorization records.

GDPR Administrator

For users who have to set up the GDPR Toolbox, the "GDPR-SETUP" permission set is provided, which enables full
access to all relevant tables of the GDPR Toolbox.

The users for setting up the GDPR Toolbox must have assigned the following authorization records.

BASIC Basic User (All Inclusive)
DATAEXCH-SETUP Data Exchange Setup
GDPR-SETUP Setup GDPR Toolbox
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GDPR Toolbox Operation

The GDPR Toolbox supports the special data protection requirements in Microsoft Dynamics 365 Business Central/NAV
within the framework of the General Data Protection Regulation (GDPR). In this part of the documentation, the
operation of the GDPR Toolbox is presented using example processes. Since each company works individually and the
characteristics of data protection are manifold, the documentation of these example processes is to be understood as a
suggestion and basis for the possibilities. The processes presented here do not claim to be complete and must therefore
be checked, revised and supplemented in cooperation with the data protection officer.

Contact Creation

If the user creates a new contact, the time for which the data for this contact is to be retained/saved is defined as soon
as the contact is created. During creation, the table specifications from the data structure setup are interpreted and a
planned action date as the action type (delete or make anonymous) are determined and inserted in the "Planned actions"
table. In addition, a link is created with the reference to this entry in the table and displayed to the contact - this link
establishes a connection between the contact and the planned action (in this case "Delete").

HOME  ACTIONS MAVIGATE REPORT v

/. ] New » T 7 & Create interact | | 14 o Previous
Delete et - [ Soies Quotes — P Next
Edit Creste  GDPR _ Apply Contact Cover  Notes  Links
Opportunity Details Tempiate. B Statistics Sheet Open in Excel
Manage Process Report Show Attached Page -
NEW - CONTACT CARD - KT000264 - DAMIAN WAYNE e >
; Contact Picture v
KT000264 - Damian Wayne
General Show mare
No. KT000264 Type Company N
Name Damian Wayne Company Name Damian Wayne - >
Communication Show more
ADDRESS CONTACT
Address 175 5th Ave Phane Mo. +1212-921-1616 Contact Statistics FactBox
Address 2 Mobile Phone No. General
Cost (LCY) 0,00
Post Code NY 11010 Email d.wayne@gmail.com X i
Duration (Min.) o
Cit, New York Home Page s
. st hi o Opportunities
Country/Region Code us Language Code ENU No. of Opportunities 0
Show Map Estimated Value (LCY) 0,00
Calcd. Current Value (LCY) 0,00
Segmentation
No. of Job Responsibilities o
No. of Industry Groups 0
Foreign Trade No. of Business Relations [}
No. of Mailing Groups o

Links
Delete on 12.07.2020

The links are created for the client type defined in the GDPR Setup.
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GDPR Details

The GDPR relevant contact details are provided as a separate page in the form of the "GDPR Details" campaign on the
contact card.

HOME MAMNAGE

s |j Mew
‘; 7X Delete E‘ F/‘ Ej.‘o

View Personal Change  Motes  Links
Data Log

Manage Process Show Attached ~
Edit - Contact GDPR Details - GDPR-Details Contact KT000264 Damian Wayne ;,'(
General Showmore [ >
Contact No. KT000264 Post Code NY 11010 g

Processing Purposes

Type Company City New York

X Code Description Sey
Name Damian Wayne = Country/Region Code us alle
Address 175 5th Ave MNL_MEN --- MNewsletter Men

NL_WMN --- MNewsletter Woman

Details
Data Source Code NEWSLETTER CAMPAIGN
Collection Reason Code NEWSLETTER Campaign No.
Exclude from Segment O Campaign Description

Processing Consents

Consent Code Description Cons... Consented Date/Time Revo... Revoked Date/Time
DPOTIN NL == Double Opt In Newsletter 12.07.2018 09:46 ]
O O

Close

This page shows some information about the contact itself (name, address,...). The "Exclude from segment" field is also
displayed here and synchronized with the contact card. In addition, the origin of the data can be defined in the information
register "Data origin" in the form of a data origin code and due to the setting in the data origin code campaign, also an
origin campaign.

The data processing consents for this contact can be documented in the data processing consents register. The "Agreed"
indicator documents the corresponding processing purposes in the "Processing purposes" info box. Should a contact
revoke the data processing consent, the processing purposes will be removed automatically. If overlapping processing
purposes have been defined in different consent declarations, the data record will only be removed in the Processing
Purposes infobox if all corresponding consent declarations have been revoked.

With the action "View Personal Data" the personal data of the contact and the corresponding data structure, in which the
table "Contact" is contained, can be called up directly from this view. If the change log is activated for the table "DSGVO-
Details", you can use the action "Change log" to view the logged changes for this contact.



Customer Creation

26

The creation of the customer is entered according to the same principle as for the contacts link and a data record in the
planned actions of the GDPR Toolbox. In this example, the function "Create as customer" was used for a company

contact.

Scheduled Actions

With the link on the data set you can call up the scheduled actions for this data set - alternatively the planned actions

can also be called up directly from the menu of the GDPR Toolbox.

HOME ACTIONS

* |9
Open Sourcd  Reset  §Resche:
Record | Status [

gﬁ

uie Acionf| Notes  Lin nin
e Exced

507

1]
i |2

i

duling Show Attached 308

Scheduled Actions

3]
F

36 --- Sales Heager Verkaurskopt: Aurtrag, 10US Anonymize 31122028
110 --- Sales Shipment Header Verkaufslieferkopf: 102047 Anonymize 27.07.2018
112 === 3ales Invoice Header verkaufsrechnungskopf: 103036 Anonymize 27.07.2018

21 -+ Cust. Ledger Entry Debitorenposten: 3084 Anonymize 27.07.2018

5050 Contact Kontakt: KTO00266 Dalate 25.07.2018

In this view, it is possible to reset the status "Suspended" to "Waiting" so that the check can be carried out again in

27.07.2018
31.12.2028
31.12.2028

25.07.2020

RECHTSSTRE
RECHTSSTRE
RECHTSSTRE

AUFTRAGSVE

nserted at

25072018 1403
25.07.2018 14:.02
25.07.2018 14:03
25.07.2018 14:03

25.07.2018 16:39

Status
Uone
Suspended
Suspended
Suspended

Done

KON

KON

"Create suggestions". You can also specify the postponement and a newly planned date for the "Delete/anonymize"

action and a reason from the "New Reschedule Reasons" table.

Fdit - Reschedule

New Reschedule Reason Code LITIGATION

MNew Scheduled Date 01.01.2021

4

This table also forms the basis for the creation of proposals to carry out the actions for deleting/anonymizing the data
records. These suggestions are used in the GDPR Toolbox to monitor the planned actions and that the user has the
possibility to check and override the results or the execution, based on the settings at the table defaults, before executing

the action.

Automatically update scheduled actions

The scheduled actions can also be updated using the job queue. The entry and the call of the job queue item can be
reached from the DSGVO Toolbox setup. In addition to this activation, the subsequent update must be activated in the

corresponding table defaults (tab " Scheduled action ").

The indicator "Manual scheduled actions" defines that the planned actions are updated downstream. To be able to select
this option, an integer field for the update (update progress) must exist in the respective table and be created if necessary.

For details see GDPR Toolbox Customization.
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An order, a posted delivery and a posted invoice are created from the customer. For the tables of the posted documents,
you have defined in the table specifications for the data structure that these documents are to be made anonymous.

Scheduled Actions

Table I Table Name Record Key

5050 -+« Contact Kontakt: KTO00267
18 | «=+ Customer Debitor: DOOOT0
5054 --- Contact Business Relation Kontakt Geschaftsbeziehung: KT000267, ...
36 ==+ Sales Header Verkaufskopf: Order,1007
110 -+ Sales Shipment Header Verkaufslieferkopf: 102049
112 +++  Sales Invoice Header verkaufsrechnungskopf: 103038
21 --- Cust Ledger Entry Debitorenposten: 3089
5050 -+« Contact Kontakt: KT000268

Request from concerned persons

Action

Delete

Anonymize
Delete

Anonymize
Anonymize
Anonymize
Anonymize

Delete

Action Date

30.07.2020
01.01.2021
30.07.2020
31.12.2028
31.12.2028
31.12.2028
31.12.2028
30.07.2020

Action Date
(Original)

31.12.2018

Inserted at

30.07.2018 06:58
LITIGATION 30.07.2018 07:02
30.07.2018 07:02
30.07.2018 07:02
30.07.2018 07:26
30.07.2018 07:26
30.07.2018 07:26
30.07.2018 08:17

Status

Waiting
Waiting
Waiting
Done

Waiting
Waiting
Waiting

Waiting

Record

Code

CONT
CONT
CONT
CONT
CONT
CONT
CONT
CONT

With the GDPR, private individuals have more rights to the stored data and can make inquiries to companies and public
authorities and request information about the stored information. The administration and documentation of these requests
are supported by the GDPR Toolbox. The following rights of the data subjects are supported:

» Information - right to information

« Correction - right to correction

» Export - right to data transferability
+ Delete - right to delete stored data

Creation of the requesting person

The inquiries of the persons concerned are filed in the "Requesting Persons" section. First, the name, address and
communication information of the person making the request is recorded.

NEW - REQUESTING PERSOM - RC1N8-00001

RQ18-00001

Requesting Person

X

MNa, RO18-00001
Mame Damian Wayne
MName 2

Address 175 5th Ave
Address 2

Post Code MY 11010

City Mew Yark

Country/Region Code

E-Mail

LINKED WITH

Data Structure Code

Table No.

Table Mame

Record

us

d.wayne@gmail.com
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Link to master data

In addition, a reference must be established between the requesting person and the respective master data record. For
this purpose, the "Linked to" area is provided in the map view for the person making the request. First you have to decide
for a data structure, based on this corresponding example structure you have to define whether the inquiring person is a
contact, employee or a resource (e.g. a service provider). You can select the corresponding data structure and store it
in the field Data structure code.

HOME | MANAGE ‘

/1. |:| Mew ] D
% Delete L oD
Edit View Personal Related Motes  Links
Data Person
hManage Process Show Attached
NEW - REQUESTING PERSCN - RQ18-0000 X

RQ18-00001

Requesting Person

Mo, RQ18-00001 Country/Region Code us

Mame Damian Wayne E-Mail d.wayne@gmail.com
Name 2 LINKED WITH

Address 175 5th Ave Data Structure Code COMTACT

Address 2 Table Mo. 5050
Post Code NY 11010 Table Mame Contact

City Mew York Record No.=COMNST(KT000264)

In the data structure, links can be defined at different levels, for example at contact, customer or vendor level. The tables
allowed for selection are defined in the table specifications in the data structures ("Allow table for query" field). In the
above example of a request, the "Contact" table was defined as a reference to the master data. In the field Data set the
corresponding number of the contact can be selected.

Note: The assignment of the data level in the form of the table number is relevant for the subsequent processes such as
information and export of personal data. Only data for the underlying tables of the data structure is taken into account,
that is, if a query is to be linked and contacts are used, the contact table and the contact number must also be specified
and access at customer level must not be selected, otherwise the contact data is ignored.

Once the links have been defined, you can use the "Personal data" action to obtain an overview of the stored information
in accordance with the defined data structure and the initial table.



HOME
v A Y =
v A A =X
Expand Collapse Open Source Open Scheduied Action Anonymize
Al Al Record Entry Record
Manage Process
VIEW - TABLE CONTENT ><

Table Name Record Key Scheduled Action Date Table Filter
Contact Kontakt: KTO00264 12.07.2020
Contact Business Relation Kontakt Geschaftsbeziehung: KTO00264,DEB 12.07.2020
Customer Debitor: DO00S0 01.01.2021
Cust. Ledger Entry Debitorenposten: 3079 31.12.2028
Sales Shipment Header verkaufslieferkopf: 102046 31.12.2028
Sales Shipment Header Verkaufslieferkopf: 102046 31.12.2028
Sales Invoice Header Verkaufsrechnungskopf: 103035 31.12.2028
Sales Invoice Header Verkaufsrechnungskopf: 103035 31.12.2028
Field Content
Field Ne. Field Name Field Value
1 <+« No. KT000264
2 =e+  MName Damian Wayne
3 === Search Name DAMIAN WAYNE
5 Address 175 5th Ave
7 wee ity New York
9 Phone No. 212-92
9 === PostCode NY 11010

ann el

Include request

¥ EN,- PR .

Action Hints

Field Type

Code
Text
Code
Text
Text
Text
Code

Contact Business Relat... Alway allow Anonymization

Field Class

Normal
MNormal
Normal
Normal
Normal
Normal

Normal

[ v——

I >

[

In the lower part of the inquiry one or more requests of the inquiring person can be recorded. It can also be used to
document whether and when the person has already made inquiries in the past. New calls can be entered via the "New

line" button in the Requests group in the ribbon.

HOME
X 7 PV &
ald
Delete Edit Process  Set  Related Motes  Links
Status  Person
Manage Process Show Attached

EDIT - REQUEST DETAILS

RQ18-00001 - Damian Wayne - New York

General

Request Type Adjust ' Status Code RQ-05
Verification Code EMAIL Status Request Created
Warification Date 16.07.2018 User ID Request Ha...

Request Date 16.07.2018 0812 Export File Mame

Request Processed...

With the field Request type, the request type can be classified into a group for the rights of the requesting person. The
request type also controls the executed "Process" function. With the verification code and the verification date, proof of
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the identity of the person making the request can be documented. In addition, a status for the status of processing can
be selected from the "Request status" table. Depending on the selected status, the request is displayed in the

corresponding stack of the role center.

Right to information

The Requesting person has a right to information about the stored data. This right is represented in the GDPR Toolbox
by a report that determines and outputs the tables and field contents according to the data structure and this report can
be made available to the inquiring person in the form of a PDF. If you want to override this standard setting - that is, you
want to display even more data or, if necessary, less data - you can solve this problem with an additional field list "Output
Field List" in the Data Structure Table. As soon as data is contained there, the standard is overridden. The change is
displayed in the data structure using the "Output Fieldlist Active" indicator.

HOME ACTIONS

M| X EA O o)

B Relationships

2,

5 = X

o OB

MNew Delete Edit Table Table |Table Output Data Structure - GDPR User  Indent Unindent Links Openin
List Guideline Fieldsetup Fields Details Permissions Excel
New IManage Process Report ndentation Show Attached Page
EDIT - DATA STRUCTURE TABLES - CONTACT -+ new
Table Qutp...
Table No. Table Name Export Table Name Relation Fields Fieldlis Table Filter
Defined Defined Active
5050 Contact Contact1 No Yes
5089 ---  Contact Profile Answer ContactProfileAnswer Yes Yes O
5092 --- | Opportunity OpportunityToCon Yes Yes U
5060 --- Contact Web Source ContactWebSource Yes Yes ]

In the request for the person concerned, the request type "Information" is selected and the corresponding report is
created using the "Process" action and a link to this report is provided in the field Export file name.

HOME

X7 PV S !

Delete Edit Process Set Related Motes  Links
Status  Person
Manage Process Show Attached

EDIT - REQUEST DETAILS

RQ18-00001 - Damian Wayne -

New York

General

Request Type Adjust A Status Code RQ-50 |L
Verification Code EMAIL Status Done

Warification Date 16.07.2018 User ID Request Ha... TSON

Request Date 16.07.2018 08:25 Export File Mame Chtemp\GDPR_Export\...
Feguest Processed... 16.07.2018 08:25
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The file is then sent manually, e.g. by e-mail. In the view Request details you can set a manual status using the available
actions "Set status" or branch to the assigned master data record via Linked person. The "Process" action has already

automatically set the corresponding status from the field Done Status Code of the GDPR institution.

The report on the stored data on the person making the request contains the fields defined in the assigned data structure

(field list).

Personal Data - Request - List

CRONUS AG (EN)

Contact Table Record ID

Sales Shipment Header 102046

Sales Invoice Header 103035

Cust. Ledger Entry 3079

Customer D000S0
Right to transfer

Field Name

Bill-to Address

Bill-to City

Bill-to Contact No.

Billo Country/Region Code
Bill-to Name

Bill-to Post Code

Sell-to Address

Sel-o City

Sell-to Contact No.

Sell-o Country/Region Code
Sell-to Customer Name
Sell-to Post Code

Ship-fo Address

Ship-to City

Ship-to Country/Region Code
Ship-to Name

Ship-to Post Code

Bil-o Address

Bill-to City

Bill-to Country/Region Code
Bill-to Name

Bill-to Post Code

SelHo Address

Sellto City

Sello Country/Region Code
SelHo Customer Name
Sell-to Post Code

Ship-to Address

Ship-to City

Ship-to Country/Region Code
Ship-to Name

Ship-to Post Code
Description

Address

City

‘Country/Region Code

Email

Name

No.

Shenn Rin

Montag, 16. Juil 2018
Page 1

Field Value
"175 5th Ave”
"New York™
"KT000264"
“Us

“"Damian Wayne"
"NY 11010"

"175 5th Ave”
"New York™
"KT000264"
st

"Damian Wayne"
"NY 11010"

"175 5th Ave”
"New York™

s

"Damian Wayne"
"NY 11010"

175 5th Ave”
"New York™

st

"Damian Wayne"
"NY 11010"
175 5th Ave”
"New York™

st

“Damian Wayne"
"NY 11010"
"175 5th Ave”
"New York™

us

"Damian Wayne"
"NY 11010"
"Order 1004"
175 5th Ave”
"New York™

s
"d.wayne@gmail.com”
"Damian Wayne"
"D000S0"

"at 949 094 1R1A"

The data subject is granted the right to transfer data under the GDPR. This right is represented in the query details by
the query type "Export". When the request is processed, the data is exported in the form of a CSV file and all tables with
the corresponding data and fields from the specified data structure are taken into account and stored as a zipped text
file. Alternatively, the setup in the output field list is also taken into account here (see above). This data can then be made
available to the inquiring person.
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Mame B Typ Komprimierte Grafe
D Contactl.be Textdokument 1KE
D ContactAltAddress. bt Textdokurment O KB
D ContactBusinessRelationCust. bt Textdokurment 0 KB
D ContactBusinessRelationVend b Textdokurment 0 KB
D ContactProfileAnswer.bxd Textdokurmnent 0 KB
D ContactWebSource bt Textdokurmnent 0 KB
D CustlLedgerEntry. bt Textdokurmnent 1KB
D Customer]. bt Textdokurmnent 1KB
D CustomerBankAccount. bt Textdokument 0 KB
D DeliveryReminderHeader1.tut Textdokument 0 KB
D FinanceChargeMemoHeaderToCus... Texddokument DKE
D InteractionLogEntry.bet Textdokument DKEB
D lssuedDelivReminderHeader. b Textdokurment D KB
D lssuedFinChargeMemoHeaderToC...  Textdokument O KB
D lssuedReminderHeader. bt Textdokurment 0 KB
55 I P Toetd o lee o n LR

The format for exporting the data has not been defined yet in the GDPR, so the fields are exported as CSV in the order
of the field list.

7] SalesShipHeaderBillToCust t - Editor -

Datei  Bearbei mat  Ansicht ?
“Damian Wayne";"";"175 5th Ave";"";"New York";"";"NY 11818";"";"US"

The used file names are created according to the table name and can be adapted in the data structure in the column
Export table name.

Right to correction

The concerned person also has the right, that the stored data will be corrected. This right is represented by the request
type "Correction". The correction requests can be varied, so that the actual correction takes place, for example, via the
master data. The possibility of changing posted documents does not exist and is also not permitted due to the guidelines
for storage. The correction is supported by

+ the call of the linked person

* manual correction of data

» the documentation of the correction by describing the changes in the notes and possibly links to the request details
« the status for processing the corrections

The action "Process" sets a corresponding information in the form of a PDF file and sets the status of the corresponding
request. In this case, the report is to be understood as documentation and can be sent to the person concerned for
correction.
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Right to delete

The rights of the GDPR also provide for the deletion of personal data. In principle, you cannot always comply with this
right, because there are different, competing requirements for this right, such as the retention periods for booked
documents. The corresponding intervals and action dates are set up using the table specifications of the data structure.
For this institution, the deadlines are to be chosen in such a way that both the requirements of the GDPR and the retention
periods are met. In this demo scenario, we have therefore provided for the "Posted sales invoices" table to be stored for
10 years as a non-legally binding example. As an alternative to deletion, the function Anonymize can also be used in the
GDPR Toolbox. In contrast to the deletion of data records, the defined fields are overwritten with anonymizing default
values when data records are made anonymous.

If data records are to be deleted, not some selective data records are removed from the tables, but all data of the entire
structure for a master data record is always deleted or made anonymous. The planned actions form the basis for checking
whether deletion/anonymization is possible. If the date for the execution of the deletion/anonymization is exceeded in all
planned actions, the corresponding deletions/anonymizations can be executed.

For the request of a person concerned, this means that the request for deletion can only be met if the corresponding
date in all linked data records of the data structure also permits deletion/anonymization. Users of the GDPR Toolbox can
call up the stored personal data of the inquiring person directly from the inquiring person ("View Personal Data" action)
and determine whether deletion is already possible via the "Scheduled action date" column.

HOME

v X A =X
EKTIFC CcIAalpse Op&;{f{.}nrgrce Open Schéfl:'tlélfd Action Ar-;:c;;rrréze
Manage Process
VIEW - TABLE CONTENT ><
Table Name Record Key Scheduled Table Filter Action Hints
Action Date
Contact --+ Kontakt: KT000264 12.07.2020
Contact Business Relation -+ Kontakt Geschiftsbeziehung: KT... 12.07.2020 Contact Busin... Alway allow Anonymization
Customer --- Debitor: DO0050 01.01.20271
Cust. Ledger Entry -+ Debitorenposten: 3079 31.12.2028
Sales Shipment Header - - Verkaufslieferkopf: 102046 31.12.2028
Sales Shipment Header =+ Verkaufslieferkopf: 102046 31.12.2028
Sales Invoice Header =+ Verkaufsrechnungskopf: 103035 31.12.2028
Sales Invoice Header --- Verkaufsrechnungskopf: 103035  371.72.2028

If the detail data allows deletion, a corresponding entry is inserted in the proposed actions when you execute the
"Process" action. If deletion is not possible, this can be stored in the notes and the person making the request can be
informed.
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Suggestions for deleting/anonymizing

In the "Proposed actions" of the GDPR Toolbox, the master data intended for deletion or anonymization are inserted.
The proposed actions are updated from this view with the action "Create proposals". A fully automated deletion is
currently not yet planned and the deletion or anonymization of the corresponding data takes place in two phases:

1. Make suggestions for deleting and anonymizing
2. Execution of the proposed actions for delete/anonymize

Create Suggestions

The function of the same name for creating proposals checks whether the corresponding action date for
deleting/anonymizing has been reached for an unchecked data record and then determines all associated data records
based on the data structure and checks whether the corresponding action date has been reached or already exceeded.
If all other data records are also allowed for deletion/anonymization, a corresponding master data entry according to the
data structure at the highest level, e.g. contact, is proposed in the proposals.

HOME

XIS g & 8B o O

Edit Delete Create | View Personal Delete and Reschedule  Moies  Links Openin
List [Suggestiony Data anonymize Excel
Manage Process Show Attached Page

{ CRONUS AG (EN)

@ | wowe~ Suggested Actions S o
I Requesting Persons 15 ) } g )
able No Table Name Primary Key Status nserted at
Scheduled Actions
Suggested Actions 5050  --- Contact Kontakt: KT000265 Open 16.07.2018 10:04

The corresponding proposals can be checked using the "Personal data" action or, alternatively, the corresponding date
for the execution of the action can be postponed. To avoid unwanted deletions and anonymization, it is strongly
recommended to check the proposals. The rules for deleting and anonymizing are defined in the data structure, the table
specifications, the relations and the field list. If several data records are to be processed simultaneously, you can select
the desired rows and then execute the action.
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Delete and Anonymize

Based on the proposals created and the checks performed, the user can decide that the planned actions should be
performed. The "Delete and make anonymous" action can be used to either delete the data records from the database
or make the fields anonymous according to the defined field list. The following is an example of an anonymous sales
invoice - the corresponding field contents are displayed with the field name and the reference to the primary key.

EDIT - POSTED SALES INVOICE - 103037 - SELL-TO CUSTOMER NAME : 103037

103037 - Sell-to Customer Name : 103037

General
Na. 103037 Order No. 1008
Customer Sell-to Customer Name : 103037 Pre-Assigned No.
SELL-TO External Document No.
Address Sell-to Address : 103037 Salesperson Code
Address 2 Responsibility Center
Post Code Mo. Printed
City Sell-to City : 103037 Cancelled No
Contact Mo. KT000Z266 Corrective MNo
Contact Closed No
Document Date 23.01.2020 WORK DESCRIPTION
Posting Date 23.01.2020
Due Date 23.01.2020

Archiving

If the suggested actions have been processed according to their settings, they are automatically archived and can be
viewed via the menu item "Suggestion Archive". In case of an update of the GDPR Toolbox from an older version, which
did not contain this archiving yet, the archiving can be done manually via "Archive Done Actions".

HOME ACTIONS MAVIGATE

57 S = x

Edit Delete Create  View Personal Delete and Reschedule | Suggestion Archive Done] Motes  Links Open in
List Suggestions Data anonymize Archive Actions Exrel

Manage Process Archive Show Attached Page

GDPR actions for historical data

For the historical data you can create the planned actions with the help of the batch processing "Create actions from
historical data" in the menuband of the GDPR institution. Note that the determination of the action date must be created
depending on the field contents of the respective tables - for example, a posted invoice with the posting date 03/15/2013
could be made anonymous as of 12/31/2023. The corresponding definition for the baseline date for calculating the action
date is stored in the table specification in the field Planned action date (field number). If no field is specified in the table
specifications, field Planned action date (field number), the current date is used as the base date for the cost estimate.
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In the table specifications you can define whether the scheduled actions are to be created immediately, i.e. when the
data record is created or alternatively downstream. The advantage of downstream creation, particularly for tables with
many data records, is that the job queue data writes the transaction and the data to the database at defined intervals or
depending on the number of data records processed using the "Commit by number of data records" parameter, closes
the transaction and starts a new transaction. This avoids locks on tables. The batch processing described above creates
the scheduled actions within a database transaction for all tables and all data records, which can lead to locks when
processing many data records. Details of the setup for the downstream actions can be taken from the table specifications
in the Setup area.

User Permissions

For the documentation of access rights in the course of the implementation of the GDPR, a report is available which
evaluates user access to the tables with personal content across data structures. This report can be accessed directly
from the GDPR Toolbox role center.

GDPR User Permissions - List Mittwoch, 1. August 2018
CRONUS AG (EN) Page 1
- e
Table No. Table Name User Name Read Permission Inseri Permission Modify Permission Delete Permission Execute Permission
0 TSOL AN Yes Yes Yes Yes Yes
18 Customer TSOWAVRECHTE Yes Indirect Indirect
21 Cust. Ledger Entry TSO\WNAVRECHTE Indirect Indirect Indirect
23 Vendor TSOWAVRECHTE Yes Indirect Indirect
36 Sales Header TSO\WNAVRECHTE Yes Indirect Indirect
38 Purchase Header TSOWAVRECHTE Yes Indirect Indirect
110 Sales Shipment Header TSO\NAVRECHTE Indirect Indirect
112 Sales Invoice Header TSOWNAVRECHTE Indirect Indirect
114 Sales Cr.Memo Header TSOWNAVRECHTE Indirect
120 Purch. Rept. Header TSO\NAVRECHTE Indirect
122 Purch. Inv. Header TSO\NAVRECHTE Indirect
156 Resource TSOWAVRECHTE Yes
167 Job TSO\NAVRECHTE Yes
222 Ship-to Address TSO\WWAVRECHTE Yes Indirect Indirect
287 Customer Bank Account TSO\NAVRECHTE Yes
5050 Contact TSO\NAVRECHTE Yes Indirect Indirect
5051 Contact Alt. Address TSO\NAVRECHTE Yes

The report evaluates the access rights based on the Users and Access Rights tables at the TableData level. The relevant
tables are determined from the table specifications of all data structures.
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GDPR Toolbox Customization

This article describes the possibilities to extend the DSGVO-Toolbox by individual customizations and thus special
requirements in combination with the use of industry solutions or customer customizations. This article contains
information that is primarily relevant for Business Central/NAV developers.

The described adjustments and entry points are provided in the NAV versions 2016 and higher and Business Central, in
the form of events/subscribers. Starting with NAV version 2015 and lower, these enhancements are provided as "function
calls".

Create the scheduled actions

The "scheduled actions" are created or changed in the course of the "Insert/Delete/Rename Trigger" and possibly
(depending on the configuration) also during the processing of the "Modify Trigger". In order to enable individual rules
for the creation of "scheduled actions", the codeunit "Cust. Scheduled Action Mgt. (ID 5459720)" can be used.

Here different functions (3 each) are available for Insert, Modify, Delete and Rename transactions. Below are the three
functions provided for the "Insert Trigger":

1 =Documentation()...

#OnRun() . .

-LOCAL [ iber] Handl y(RecRef : RecordRef;TableGuideline : Record "Table Guideline™;VAR ScheduledActionEntry : Record "Scheduled Acti.
& /f The event is triggered when the data record (RecRef) is inserted. Control the influence on ScheduledActionEntry before the standard logic is executed,

7 | /[ disable complete standard logic by setting Handled to TRUE

% ELOCAL [EventSub iber] HandleOnBeforeInsertScheduledActionEntry({RecRef : RecordRef;TableGuideline : Record "Table Guideline™;VAR ScheduledActionEntry : Record "Scheduled Act
18 |// The event is triggered before the ScheduledActionEntry.Insert command is executed.

17 -LOCAL [EventSubscriber] HandleOnAfterInsertScheduledActionEntry(RecRef : RecordRef;TableGuideline : Record "Table Guideline";VAR ScheduledActionEntry : Record "Scheduled Acti
13 |// The event is triggered after the ScheduledActionEntry.Insert command is executed.

15 =LOCAL [ iber] Handl inModif edActionEntry(RecRef : RecordRef;VAR ScheduledActionEntry : Record "Scheduled Action Entry”;VAR Handled : Boolean)...
19 ®LOCAL [E riber] HandlLeOnBeforeModifyScheduledActionEntry(RecRef : RecordRef;VAR ScheduledActionEntry : Record "Scheduled Action Entry")...
27 WLOCAL [EventSubscriber] HandlLeOnAfterModifyScheduledActionEntry(RecRef : RecordRef;VAR ScheduledActionEntry : Record "Scheduled Action Entry")...
75 WLOCAL [i iber] HandlL inDele edActi w(RecRef : f i VAR edActi v : Record "Scheduled Action Entry™;VAR Handled : Boolean) ..

29 WLOCAL [EventSubscriber] HandlLeOnBeforeDeleteScheduledActionEntry(RecRef : RecordRef;VAR ScheduledActionEntry : Record "Scheduled Action Entry"™)..

32 ®LOCAL [EventSubscriber] Hﬂnd'i’.eOnAftzrDﬂl.ctas:hcduLadncﬁonsntry(lccﬂcf ¢ RecordRef;VAR ScheduledActionEntry : Record “Scheduled Action Entry™) ..

35 ELOCAL [ iber] Handl g edActionEntry(RecRef : F 1 VAR edActi .y : Record "Scheduled Action Entry” ,mn Handled : Boolean) ..
19 #@LOCAL [E iber] HandleOnBefor duledActi try(RecRef : RecordRef;VAR ScheduledActionEntry : Record "Scheduled Action Entry")..

47 WLOCAL [EventSubscriber] HandLeOnAfterRenameScheduledActionEntry(RecRef : RecordRef;VAR ScheduledActionEntry : Record "Scheduled Action Entry™)...

The event for the subscriber "HandleOnBeginlnsertScheduledActionEntry" is executed at the beginning of the standard
function for inserting the "scheduled actions". At this point it is possible to intervene before the standard code is executed.
The parameter "Handled" can be used to define whether the standard code is to be executed afterwards or whether the
standard call is to be terminated with an EXIT.

The event for the subscriber "HandleOnBeforelnsertScheduledActionEntry" is executed immediately before the insert
into the table "Scheduled Action Entry". The event for the subscriber "HandleOnAfterinsertScheduledActionEntry" is
executed immediately after the insert into the table "Scheduled Action Entry".

For the provided functions, the data record (RecRef), the table specifications of the data structure (Table Guideline), the
Scheduled Action Entry and, depending on the function, a base date for the calculation of the action date can be passed
as parameters. In addition to influencing the "planned action", the effects on the actual data, e.g. in connection with an
intercompany logic, can also be mapped here.
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Update scheduled actions via the job queue

The scheduled actions can also be updated using the job queue. The entry and the call of the job queue item can be
reached from the DSGVO Toolbox setup. In addition to this activation, the subsequent update must be activated in the
corresponding table guidelines (tab " Scheduled action ").

The " Manual Scheduled actions" indicator defines that the scheduled actions are no longer created (or possibly updated)
in the "Onlnsert" tab of the data record, but are added later. To be able to select this option, an integer field for the update
(update progress) must exist in the respective table and be created if necessary. In addition, an index must exist for this
field.

Note:' A developer license is required to create the field and the index! Without a corresponding integer field and an
index for this field, this option cannot be used.

Below we have created the corresponding field for the Sales Delivery Header table as follows:

Table 110 Sales Shipment Header - Table Designer | =" | (=] ﬁl

E.. Field Mo.  Field Mame Data Type Lenath Description
v 5052 Sell-to Contact Mo, Code 20 ~
v 5053 Bill-to Contact Mo, Code 20
v 5055 Opportunity Mo, Code 20
v 5700 Responsibility Center Code 10
v 5790 Reguested Delivery Date Date
v 5791 Promised Delivery Date Date
v 5792 Shipping Time DateFor...
W 5793 Outbound Whse, Handling Time  DateFar...
v 5794 Shipping Agent Service Code Code 10

b v 50000 Update Counter Integer W

Help

In this example we have decided to use an Autolncrement in the properties of the field, because in this example the
option "Move action" is not used.

"

=3 Update Counter - Properties = || (=] ﬁl

Property Value

Editable No s
MinValue <=

Maalue <=

MotBlank <Mox

TableRelation

<lndefined >
ValidateTableRelation <Yesz
TestTableRelation <Yes s
AccessByPermission <Undefined = W
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If you want to use the option "Move action" and want to influence the creation of the scheduled actions there depending
on the field contents, it can be useful to implement your own business logic for updating the field, which then updates

this counter each time a data record is updated.

In addition to specifying the field for identifying the scheduled actions to be created (field), you can also use a commit
("Commit per" field) depending on the number of processed data records.

EDIT - TABLE GUICLIMNE ><
110 - Sales Shipment Header

Settings

Table ID 110 Requesting Selection Allowed O

Table Caption Sales Shipment Header Collection Reason Code ORDER

Record Type Code DOC10 Always allow Anonymization O

Activity Calculation CY+10Y Execute Delete Trigger

Activity Type Anonymize w Scheduled Action (Field No.) 20
Dynamic Activity Type O Scheduled Action (Field Name) Posting Date

Scheduled Action

Manual Scheduled Action Action Indicator (Field Mame)

Action Indicator (Field No.) I 50000 | I Commit per no. of records 10 I

By specifying a value in the Commit by Number of Records field, you can avoid table locking for large update actions.
The corresponding progress or counter value for the last record processed can be viewed with the "Update details”

action.

Here you can also generate the last updated entry if you activate it later.

HOME

) X B2 %

o 08

Mew Delete Edit Update Last Mo, with highest § Motes Openin
List Walue Excel
New Manage Process Showr Attached Page

EDIT - TABLE GUIDELINE DETAILS 4 new

Table Caption

Sales Shipment Header

Last Updated No.

49
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Delete and Anonymize

Many customers use industry-specific solutions. These require special procedures for the processing of planned
deletions and anonymizations, for example in connection with intercompany processes.

In order to be able to implement these special features centrally, the code unit "Cust. Deletion Mgt." (ID 54597). (ID
5459721) has been made available. The following functions are available:

FDocumentation()

EOnRun()

FILOCAL [EventSubscriber] HandleOnBeforeDeleteRecord(VAR RecRef : RecordRef;VAR Handled : Boolean)
// set Handled to TRUE to ignore standard code

- LOCAL [EventSubscriber] HandleOnAfterDeleteRecord(VAR RecRef : RecordRef)

(9= LN I s VRV 5 I - S WV I N I Y

The parameter "Handled" can be used in this subscriber to define whether the standard code of the GDPR Toolbox is to
be run through after this logic has been executed, or whether the logic implemented here is to consider a completely
individual logic.

The special features for anonymizing information in fields can be defined in the code unit "Cust. Anonymization Mgt." (ID
54597). (ID 5459722) can be implemented. Similar functions are available in this code unit:

-Documentation()
-IOnRun()

-ILOCAL [EventSubscriber] HandleOnBeforeAnonymizeField(VAR RecRef : RecordRef;VAR FieldRef : FieldRef;VAR Handled : Boolean)
// set Handled to TRUE to ignore standard code

-ILOCAL [EventSubscriber] HandleOnAfterAnonymizeField(VAR RecRef : RecordRef;VAR FieldRef : FieldRef)

WA WN =

In these functions, the table and the field to be anonymized are passed within a loop according to the field list in the data
structure, so that the creation of the field content for anonymization can be influenced here.

Authorizations at object level

Many data structures contain objects that are not assigned the appropriate permissions to modify and delete records in
a customer license. Some permissions, primarily to posted document tables, are already assigned in the default objects
of the GDPR Toolbox, so these actions are possible for these tables.

A new code unit (ID 5459723 - Cust. Permission Assignmnt.) has been provided to provide customers and partners with
a central location for assigning permissions. The following functions are available in this codeunit:

-Documentation()
-IOnRun()

-ILOCAL [EventSubscriber] HandleOnDeleteAndPermissionIsMissing(VAR RecRef : RecordRef;RunDeleteTrigger : Boolean)
RecRef.DELETE(RunDeleteTrigger);

-ILOCAL [EventSubscriber] HandleOnModifyAndPermissionIsMissing(VAR RecRef : RecordRef)
RecRef.MODIFY;

[<~JY =T - I« VRV B R WY S I Y

=

In the standard functions for deleting and changing records, the system checks whether the license or code unit contains
the corresponding authorizations for the respective table. If this right is missing, these functions are called and the
deletion and modification are moved to this object. The corresponding permissions must then be assigned here or
forwarded to separate objects.



Note: In this code unit only limited permissions can be assigned (number of tables is technically limited). The
assignment of permissions is only possible with a corresponding developer license.
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